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Abstract: This study endeavors to tackle the pressing issue of network security within
Wireless Sensor Networks (WSNs) through the introduction of an innovative integrated
Pythagorean fuzzy-based method for evaluating network nodes. The primary aim is to
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enrich decision making frameworks within WSNs by furnishing a robust methodology
for identifying and eradicating malevolent nodes. Investigation employs an integrated
Pythagorean fuzzy-based methodology to appraise network nodes by scrutinizing specific
trust attributes. Comparative assessment with alternative contemporary Multiple Crite-
ria Decision Making (MCDM) trust models is conducted to gauge the effectiveness of
the proposed strategy. The results underscore the efficacy of the integrated Pythagorean
fuzzy-based approach in bolstering network security through the precise identification
and elimination of malicious nodes. Comparative analysis with other MCDM trust mod-
els highlights the superiority of the proposed approach in evaluating network nodes based
on trust attributes. In light of the findings, it is advised to integrate fuzzy decision anal-
ysis methodologies into decision making systems for WSNs to enhance network secu-
rity. Additionally, future research endeavors could concentrate on refining and expand-
ing upon the proposed methodology to effectively address emerging security challenges
within WSNs.

Keywords: Wireless sensor networks, security, SECA, ARAS, Pythagorean fuzzy sets,
trustable neighbour.

MSC: 03B52, 68T27, 68T37, 90B50, 91B06.

1. INTRODUCTION

The Internet of Things (IoT) significantly relies on Wireless Sensor Networks (WSNs)
for sensing and actuation. It has been developed to assess, monitor, and record environ-
mental changes. WSNs provide several benefits compared to other network types, such
as increased flexibility, cost-effectiveness, and simplified deployment. They are mostly
comprised of haphazardly positioned sensor nodes that monitor the region of interest and
provide data to the base station [1]. The addition of one or more intermediary nodes
along the path to receive and send data packets increases network coverage in comparison
to single hop networks and requires less energy for data transmission via the sensor nodes
[2]. In complicated multi hop networks, it is possible for numerous channels to become
accessible and be used to increase network resilience, jeopardizing network security. Re-
gardless of the massive amount of data being received and sent between the source and
sink nodes [3], they are frequently the subject of internal and external assaults as depicted
in figure 1.

However, due to the resource-constrained nature of WSNs, they encounter several
challenges and concerns that must be resolved to guarantee dependable and secure data
transmission [4]. The fundamental attributes of wireless communication, such as trans-
mission through open air and shared access to the medium, create security vulnerabilities
that attackers can exploit to execute malicious attacks. Specifically, WSNs are vulnerable
to a range of malicious activities, encompassing eavesdropping, jamming, spoofing, and
denial of service DoS attacks. which are explained as follows.

• Tampering: In this case, the intruder alters or damages the node’s services and
seizes entire control of the targeted node in order to obtain keys and other encrypted
materials involved for data security.
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Figure 1: Types of Malicious Attacks

• Blackmail attack: A malicious node sends false information about a lawful node
to the network. If the hostile node succeeds to take down a significant amount of
nodes, network operations will be disrupted.

• Black hole attack: In this assault, an attacked node serves as a blackhole, and when
packets flow through it, the intruder attracts the packets to himself, preventing them
from reaching the destination or sink node.

• Jamming: In jamming attacks, hostile nodes disrupt lawful communication by
generating purposeful interruption in networks. A typical jamming attack is distin-
guished by massive energy efficiency, poor detection likelihood, and resilience to
jamming.

• Selective Forwarding: In this attack, a compromised node takes the role of a
router, discarding or deleting some of the specified packet information and refusing
to relay these signals.

• Identity replication: A legitimate node is duplicated several times and distributed
in various regions of the network to gather information. When there are several
nodes with the same identity, establishing if the network has been hacked becomes
difficult.

• Wormhole attack: It is one of the most lethal attacks on the WSNs. In this attack,
the intruder carefully deploys unauthorized nodes around the network to build a
tunnel via which data packets are delivered to the attacker.

Trust management is an important aspect of WSN as it contributes to the development
of highly durable, adaptable, and efficient systems. The confidence in neighboring nodes
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is the foundation for information exchange and transmission between nodes. With the
identification of hostile or unreliable nodes, trust analysis improves network security. In
a trust analysis, the trustor does an assessment of the trustee’s reliability using either sub-
jective or objective standards. The objective criteria are those that can be measured, such
as Quality of Service (QoS), whereas the subjective criteria are those that are based on the
qualitative description of the trustor whose values vary depending on each trustor, such
as social ties, prior evidence, and Quality of Security (QoSec). These trust parameters
support the removal of the flawed node from the mechanism and the identification of the
dependable neighbor.

Trust is a hazy and ambiguous term that cannot be defined as a number between zero
and one. The uncertainty surrounding the connection between the trustor and trustee may
be better handled by fuzzy set theory, which gives approximations between 0 and 1. The
number of nodes continuously increases as the network gets more intricate, endanger-
ing network security. This necessitates the creation of strong trust frameworks, which
will increase the networks’ energy effectiveness and resilience. The process of choos-
ing a reliable neighbour demands the simultaneous examination of several trust criteria,
which may be successfully handled using MCDM approaches ([5],[6],[7],[8],[9]). Using
these methodologies and a variety of criteria, the selection of a trustworthy neighbour
node is quantitatively assessed among the many nodes. The use of fuzzy-based MCDM
approaches provides a viable alternative to the time-consuming effort of calculating accu-
rate values for all of the criteria.

In an unclear setting, fuzzy sets [10] aid in describing the degree of truthiness of an
option with regard to a criterion. The use of extended fuzzy sets, such as intuitionistic
fuzzy sets (IFS) [11], however, aids in describing the degree of truthiness and falsity of an
option in relation to the criteria. Despite the criterion total of truthiness and falsity should
be less than one, the applicability of IFS in extremely complicated scenarios is restricted.
To circumvent IFS’s limits, Yager [12] developed the concept of Pythagorean fuzzy sets
(PFS), in which the total of the squares of the truthiness and falsity of an option in relation
to the criteria should be less than one. This has given experts more leeway in articulating
their suggestions in Pythagorean linguistic terms. Due to their adaptability, PFS [13] have
been used to communicate human cognitive concepts when addressing with issues in en-
gineering [14], management science [15], computer applications [16], pattern recognition
[17], cluster analysis [14], and other fields [18, 19]. Further, a fuzzy decision analysis
can be a useful tool for detecting defective nodes and therefore improving network se-
curity. Therefore, it is imperative to develop a multi-criteria decision-making model to
encourage cooperation in WSNs, especially in light of the detrimental impact caused by
malicious and selfish nodes on network performance. This research presents an integrated
pythagorean fuzzy-based technique for appraising network nodes by investigating certain
trust qualities. In addition, the model’s efficacy is evaluated by comparing the results
to those of other contemporary MCDM trust models. The abbreviations are depicited in
table 1.

The paper is structured as follows: Section 2 presents the review of literature, the
basic definitions and the algorithm of the developed framework are given in section 3 .
In section 5 we discuss about the considered problem and the results and discussion are
presented in section 6. Section 7 presents the conclusion and the future implications.
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Table 1: Nomenclature
AHP Analytic Hierarchy Process
ARAS Additive Ratio Assessment System
CODAS Combinative Distance-Based Assessment
EDAS Evaluation Based on Distance from Average Solution
IoT Internet of Things
MCDM Multi-Criteria Decision Making
PFS Pythagorean Fuzzy Sets
QoS Quality of Service
QoSec Quality of Security
SECA Simultaneous Evaluation of Criteria and Alternatives
SWARA Step-wise Weight Assessment Ratio Analysis
TOPSIS Technique for Order Preference by Similarity to Ideal Solution
VIKOR VlseKriterijumska Optimizacija I Kompromisno Resenje
WSN Wireless Sensor Networks

2. EXISTING INTEGRATED FUZZY DECISION APPROACHES IN WSN

This section reviews different fuzzy logic and neural network-based techniques that
researchers have devised for determining a node’s trustworthiness in a wireless sensor
network (WSN) [20]. A novel approach, referred to as the Pythagorean fuzzy MCDM
model, integrates Pythagorean Fuzzy Sets with VlseKriterijumska Optimizacija I Kom-
promisno Resenje (VIKOR) and technique for order preference by similarity to ideal so-
lution (TOPSIS) methodologies to address resource depletion attacks and enhance QoS
within the network. By leveraging the advantages of Pythagorean Fuzzy Sets, this model
effectively manages the uncertainty and vagueness present in the information exchanged
during the data routing process [21]. The Hybrid Grey PIvot Pairwise RElative Crite-
ria Importance Assessment (PIPRECIA) and Grey Operational Competitiveness RAting
(OCRA) Method –based MCDM, aimed to deterring malicious and selfish nodes to en-
hance cooperation among sensor nodes along routing paths [22]. In particular, potential
issues should be seen and addressed in network channels using a few strategies, as dis-
cussed in the following table 2.

Pythagorean fuzzy sets offer a valuable framework for visualizing and analyzing ma-
licious attacks of neighboring nodes in WSNs. With Pythagorean fuzzy sets, the degree of
membership and non-membership can be represented with greater granularity, enabling a
more detailed analysis of the extent to which neighboring nodes are affected by malicious
attacks [33]. The visualization of malicious attacks facilitated by Pythagorean fuzzy sets
can aid in the development of more effective security measures and protocols to safe-
guard WSNs against potential threats. This proactive approach helps enhance the overall
resilience and robustness of WSNs in the face of evolving security challenges.

The use of subjective or objective approaches for evaluating attribute weights aids
specialists in determining which criteria to emphasise. Simultaneous evaluation of al-
ternatives and criteria (SECA), a multi-objective paradigm for assessing alternatives and
criteria, was suggested by Keshavarz-Ghorabaee et al. [34]. This method facilitates in
the dynamic assigning of weights to criteria based on information obtained from decision
matrices. SECA is especially useful when the weights of decision-making components
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Table 2: Trust models and their implications
Authors Methodology Implications
Gautam et al.[23] Fuzzy Analytic Hierarchy Pro-

cess (AHP)-TOPSIS technique
To determine the trustful neighbour for information
packet distribution to neighbouring nodes and assess
the adjacent nodes using QoS parameters.

Ogundoyin et al. [24] Triangular Fuzzy Numbers in
AHP technique

To assess trust parameters in fog computing ser-
vices. The characteristics of QoS, QoSec, social rela-
tionships, prior reputation, and recommendations are
used to evaluate an effective fog computing service.

Ya et al.[25] Fuzzy-based RTMDC protocol To improve the effectiveness of data transmission and
energy use, they recommended using a dual commu-
nication method rather than a single communication
mode.

Rizwanullah et al.[26] Triangular fuzzy based AHP al-
gorithm

To simultaneously evaluate the trust measures such
as QoS, QoD, social relationships, prior reputation,
and recommendations

Paul et al. [27] TOPSIS method To analyse the trust assessment and management
(MATEM) for the Delay Tolerant Networks (DTNs)
based on security metrics including attack detection,
false positive, and false negative rates

Alghofaili et al.[28] Simple Multi-Attribute Rating
Technique (SMART)

For calculating trust values and the long short-term
memory (LSTM) algorithm for analyzing behavioral
changes based on the trust threshold in IoT devices
and services

AlFarraj et al. [29] The activation function-based
trust paradigm

To provide safe routing in WSNs based on crite-
ria such as latency, energy, throughput, network
longevity, and false detective rate when delivering in-
formation to the neighbor nodes

Gandhi et al.[30] Fuzzy logic rule prediction tech-
nique

To analyse the nodes for trustworthiness and isolated
the afflicted nodes, which aids in determining secure
paths for efficient packet delivery.

Singh et al. [31] Advanced Hybrid Intrusion De-
tection System (AHIDS), MPNN
includes BPNN and FFNN based
on fuzzy logic

To recognise some of the security issues that sensor
nodes encounter, such as Sybil attacks, wormhole at-
tacks, and hello flood attacks

Sinha et al. [32] Anomaly-based intrusion detec-
tion system (AIDS) based on a
fuzzy inference method and a
neural network (NN)

To identify the malicious assaults such as denial of
service that cause network outages.

are unknown. This approach has been employed in the secure distribution of feeder iden-
tification [35], AHP and SECA methods in resource allocation in hybrid fog computing
issues [36], energy storage system selection [37], and assessment of sustainable manufac-
turing strategies [38], and so on. The additive ratio assessment (ARAS) approach, created
by Zavadskas et al. [39], is an MCDM tool for prioritising alternatives. The utility func-
tion valuation is used to rate the alternatives. It adheres to a certain normalisation for the
qualitative and quantitative criteria. The approach is preferred in the decision process due
to its low operative time and flexibility to the regarded problem in getting accurate find-
ings. Hu et al. [40] used a q-rung orthopair fuzzy hybrid Step-wise Weight Assessment
Ratio Analysis (SWARA)-ARAS approach to analyse the risk associated with IoT supply
chain management. Mohammadian et al. [41] established an interval valued triangular
fuzzy based SWARA-ARAS decision support system to help policymakers find IoT ap-
plications for future investment in the agriculture sector. The technique has been used
to help in the resolution of various MCDM challenges such as IT people selection [42],
site selection [43], appraisal of oil gas well drilling projects [44], digital supply chain
management [45], and environmental concerns [46, 47].
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According to the reviewed literature, the utilisation of the SECA-ARAS approach
for trustful neighbour selection in WSN has not been investigated previously. Triangu-
lar fuzzy number is used to express the acceptability of alternatives in regard to each
criterion, and it provides only membership grades (i.e., trustworthiness) while ignoring
non-membership grades (i.e., untrustworthiness). It is hard to tell whether a node is
totally trustworthy since there is always a reluctance to define such things. Providing
ratings for both membership (i.e., trustworthiness) and non-membership (i.e., untrustwor-
thiness) may help to better comprehend the node’s position. In this study, we employed
pythagorean fuzzy numbers to indicate the node’s attitude towards each considered crite-
rion. In this study, the trustable neighbour for the considered network is identified using
the Pythagorean fuzzy based SECA approach in conjunction with the ARAS method.

2.1. Contributions of the Study

The following outlines the essential points aimed to elicit the significance of the
proposed study.

• Exploration and Utilization of IoT Innovations in WSN: This research makes a
significant contribution by delving into and harnessing IoT advancements within
WSN, thereby bolstering their adaptability for a wide range of applications and
settings.

• Utilization of Pythagorean Fuzzy Sets for Malicious Attack Analysis: Through the
integration of Pythagorean fuzzy sets, this study presents a fresh method for scru-
tinizing malicious attacks in WSN, delivering more resilient and nuanced insights
into security threats and vulnerabilities.

• Introduction of the Integrated SECA-ARAS Approach for Threat Anticipation:
This research pioneers and assesses the Integrated SECA-ARAS approach, which
offers a structured methodology for forecasting optimal threatening regions within
WSN. This enhances proactive measures for threat mitigation and resource alloca-
tion strategies.

3. THEORETICAL FRAMEWORK

Definition 3.1. [14]
Let U be the universe of discourse. A set, F expressed as F = {⟨ρ(t),ς(t)⟩|t ∈ U},

where ρ , ς represent the membership and nonmembership grades satisfying 0≤ (ρ(t))2+
(ς(t))2 ≤ 1 is called the pythagorean fuzzy set. Further, HF(t) = 1−

√
(ρ(t))2 +(ς(t))2

represent the hesitancy degree of t ∈ U. The pair N = ⟨ρ,ς⟩ denote the Pythagorean fuzzy
number(PFN).

Definition 3.2. [14]
The score γ of a PFN, N = ⟨ρ,ς⟩ is defined as

γ(N) = (ρ(t))2− (ς(t))2 (1)
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Figure 2 presents the methodological framework of the proposed model. Here, the
SECA method is used for determining the influential parameters and the ARAS method
is used for prioritizing the options. The considered methods are enhanced using the PF
logic. Algorithm 1 and 2 presents the working procedure of the developed model.

Figure 2: Framework of the proposed model

4. PROBLEM DESCRIPTION

In a WSN, the situation involves a source node (referred to as node A) aiming
to send a data packet to another node (referred to as node R) located several hops away
within the network. To establish this communication, node A must identify an appropriate
neighboring node to relay or forward the data packet toward the target node, node R.

The specific investigation at hand revolves around identifying four nearby nodes (re-
ferred to as nodes B, C, D, and E) situated in close proximity to node A. These neighboring
nodes are potential candidates for relaying the data packet toward the destination node,
node R.

The selection of the suitable neighboring node among B, C, D, and E holds significant
importance as it can influence various factors such as data transmission efficiency, net-
work congestion, energy consumption, and overall network performance. Consequently,
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Table 3: Algorithm 1
Algorithm 1: Criteria Weight evaluation using Pythagorean fuzzy SECA Method
Input : {ρ(t),ς(t)}p×q,1≤ p≤ r,1≤ q≤ s=PFDM
Output : Weight of each attributes ηs , 1≤q≤s
Initialize s← number of criteria
r← number of neighbour nodes
%% Calculate the correlation between each pair of vectors of criteria
for q=1 to r
πq=∑

s
k=1(1−dqk)

end
%% Define the normalized values of σq and πq
for q=1 to s
σ N

q = σq
∑

s
k=1 σk

,

πN
q = πq

∑
s
k=1 πk

.

end
%% Formulation of multi-objective non-linear programming model
for p=1 to r
max Sp=∑

s
q=1 hqdN

pq,
end
for q=1 to s
if hq ≤ 1 and hq ≥ ε

min λb=∑
s
q=1(hq−σ N

q )2,
min λc=∑

s
q=1(hq−πN

q )2, such that ∑hq = 1
end
end
%% Transform the multi-objective non-linear programming model to the optimization Model
if λa ≤ Sp
max F=λa-β (λb +λc),
for p=1 to r
for p=1 to r
max Sp=∑

s
q=1 hqdN

pq,
end
for q=1 to s
if hq ≤ 1 and hq ≥ ε

min λb=∑
s
q=1(hq−σ N

q )2,
min λc=∑

s
q=1(hq−πN

q )2, such that ∑hq = 1
end
end
end
end

Table 4: Algorithm 2
Algorithm 2: Prioritization of each alternatives using Pythagorean fuzzy ARAS technique
Input :
1. {ρ(t),ς(t)}p×q,1≤ p≤ r,1≤ q≤ s=Normalized PFDM ;
2. Weight of each attributes ηs , 1≤q≤s
Output : Weight of each attributes ζr , 1≤p≤r
Initialize s← number of criteria
r← number of neighbour nodes
for p=1 to r
for q=1 to s
d̃pq=d̄pqhq
end
end
%% To determine the values of optimality function
for p=1 to r
Rp=∑

s
q=1 d̃pq

end
%% Calculate the utility degree Mp of an alternative ζp
for p=1 to r
Mp= Rp

R0
end
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the investigation likely entails evaluating diverse parameters or metrics such as signal
strength, link quality, available bandwidth, and the energy levels of neighboring nodes to
make well-informed decisions regarding which node(s) to choose for data transmission.

Moreover, depending on the specific requirements and constraints of the WSN appli-
cation, the selection process may also consider additional factors such as node mobility,
data aggregation capabilities, and network topology. Additionally, routing protocols and
algorithms may be utilized to optimize data transmission routes and ensure dependable
communication between nodes within the network., is in figure 3.

Figure 3: Structure of the WSN Model

5. ADAPTATION TO THE PROBLEM

A trust based integrated fuzzy MCDM paradigm ([48], [49], [50], [51]) is em-
ployed in the proposed WSN framework to determine the best choice among all possible
alternatives [52]. The trustor and trustee relationship among the source node and the
neighbouring nodes are evaluated based on the trust attributes whose values are expressed
in the form of pythagorean fuzzy number. All trust factors are divided into four groups.
The factors that have a favourable influence on circulation are classified as benefit crite-
ria, whereas those that have a negative impact are classified as cost criteria. Bandwidth,
heterogeneity, confidentiality, data reputation, authentication, integrity, lightweight, geo-
graphic distribution, friendliness, cooperativeness, reputation, lifetime, and applicability
in terms of trust are among the benefit criteria, while delay and cost are among the cost
criteria and those descriptions are listed as follows.
Bandwidth (ζ11):

• Bandwidth refers to the maximum rate of data transfer across a network. It deter-
mines how much data can be transmitted in a given amount of time.

• High bandwidth facilitates faster data transfer, enabling smoother communication
and quicker access to resources.

Delay (ζ12):

• Delay, also known as latency, is the time taken for data to travel from the source to
the destination.
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• High delay can degrade user experience and affect the performance of interactive
applications, leading to delays in responses and increased frustration.

Heterogeneity (ζ13):

• In computing systems, heterogeneity refers to the presence of diverse elements such
as different hardware architectures, operating systems, or programming languages
within a single system or network.

• Heterogeneity poses both challenges and opportunities in distributed computing.
On one hand, it can lead to complexities in interoperability and communication
among diverse components.

Throughput (ζ14):

• Throughput is a measure of the rate at which a system can process tasks or data
within a given period of time.

• It’s a critical metric in evaluating the performance of systems, especially in high-
demand environments.

Confidentiality (ζ21):

• Confidentiality ensures that sensitive information is accessible only to authorized
parties and is protected from unauthorized access or disclosure.

• Confidentiality is critical for protecting personal data, financial information, trade
secrets, and classified government information from malicious actors and unautho-
rized users.

Data Replication (ζ22):

• Data replication involves creating and maintaining multiple copies of data across
different locations or nodes in a network.

• It is commonly used in distributed systems, content delivery networks (CDNs), and
cloud computing environments to enhance reliability and performance.

Authentication (ζ23):

• Authentication verifies the identity of users or entities attempting to access a system
or resource.

• It ensures that only authorized users can access sensitive data or perform specific
actions.

Lightweight (ζ24):

• Lightweight refers to the design philosophy aimed at minimizing resource con-
sumption, such as memory, processing power, and energy, while maintaining es-
sential functionality and performance.
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• Lightweight solutions are particularly desirable in environments with limited re-
sources, such as embedded systems, mobile devices, and Internet of Things (IoT)
devices.

Geographical Distribution (ζ31):

• Geographical distribution refers to the spread of resources, users, or infrastructure
across different geographic locations.

• It enables redundancy, fault tolerance, and scalability by distributing resources
closer to users and reducing latency.

Friendliness (ζ32):

• Friendliness in the context of WSNs refers to the ability of sensor nodes to interact
and cooperate with each other in a cooperative manner.

• Cooperative behaviors among sensor nodes contribute to the overall efficiency, re-
liability, and resilience of the WSN by promoting information sharing, load balanc-
ing, and fault tolerance.

Cooperativeness (ζ33):

• Cooperativeness in WSNs refers to the ability of sensor nodes to collaborate and
work together towards common goals, such as data collection, processing, and rout-
ing.

• By fostering cooperation among sensor nodes, WSNs can achieve better coverage,
reduced energy consumption, improved data accuracy, and enhanced network scal-
ability.

Reputation (ζ41):

• Reputation plays a crucial role in various domains, including e-commerce, social
networks, and online communities.

• It represents the perceived trustworthiness, reliability, and credibility of individuals,
organizations, or entities within a community or ecosystem.

Lifetime (ζ42):

• The lifetime of a WSN refers to the duration for which the network can operate
without requiring maintenance or replacement of sensor nodes.

• Maximizing the lifetime of a WSN is crucial, especially in applications where sen-
sor nodes are deployed in remote or inaccessible locations.

Cost (ζ43):

• Cost considerations play a significant role in the design, deployment, and main-
tenance of WSNs, particularly in large-scale deployments or resource-constrained
environments.
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• Optimizing costs in WSNs involves selecting cost-effective hardware components,
deploying energy-efficient protocols, minimizing deployment and maintenance over-
heads, and maximizing the longevity of sensor nodes to achieve desired perfor-
mance within budget constraints.

Applicability (ζ43):

• Applicability refers to the suitability or relevance of a particular solution, algorithm,
or technique to the requirements and constraints of the network and its intended
application scenarios.

Further, the Pythagorean fuzzy based SECA approach helps in acquiring weight val-
ues for the trust parameters. In addition, the acquired weights are compiled in order to
rank the alternatives using the utility function-based ARAS technique. Following that,
the inherent steps taken to determine the absolute trust value of observed nodes in WSN
are detailed further.

Table 5: Linguistic scale for rating alternatives
Linguistic Terms Rating value

Extremely Trustworthy(ET) 0.9

Highly Trustworthy (HT) 0.8

Moderately Trustworthy (MT) 0.7

Trustworthy (T) 0.6

Equally Trustworthy (ET) 0.5

Untrustworthy (U) 0.4

Moderately Untrustworthy (MU) 0.3

Highly Untrustworthy (VU) 0.2

Extremely Untrustworthy (EU) 0.1

A decision matrix is constructed with p rows (1≤ r≤ p) representing the neighboring
nodes andq columns(1≤ s≤ q) corresponding to the trust attributes. The linguistic terms
presented in Table 5 is incorporated for developing the matrix. The developed matrix with
each elementis expressed in the form of pythagorean fuzzy number. The basic steps of
any method consist of the following:

1. Construct the decision matrix D = [Drs]p×q as in eqn (2)

η1 η2 · · · ηn
ζ1 (ρ11,ς11) (ρ12,ς12) . . .

(
µ1q,ς1n

)
ζ2 (ρ21,ς21) (ρ22,ς22) · · ·

(
ρ2q,ς2q

)
...

...
...

. . .
...

ζp (ρp1,ςp1) (ρp2,ςp2) · · · (ρpq,ςpq)

(2)

2. Normalize the matrix based on eqn (3).

xN
i j =


xi j

maxk xk j
if j ∈ BC

mink xk j
xi j

if j ∈ NC
(3)
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3. Develop the score matrix D̃ = [D̃rs]p×q as in eqn (4) following definition 3.2.

D̃rs =


d̃11 d̃12 . . . d̃1q
d̃21 d̃22 . . . d̃2q

...
...

. . .
...

d̃p1 d̃p2 . . . d̃pq

 (4)

The algorithm 1 of the pythagorean fuzzy SECA method is employed for estimat-
ing the criteria weights hs corresponding to each criteria ηs. The weight vectors hs are

obtained as which satisfy
q
∑

s=1
hs = 1.

Furthermore, the algorithm 2 of the ARAS methods which ranks the alternatives based
on the utility values provides the trustable neighbour. The weight vectors calculated using
SECA method is fused with the ARAS method for prioritizing the alternatives.

Table 6: Score matrix for evaluation

η11 η12 η13 η14 η21 η22 η23 η24 η31 η32 η33 η41 η42 η43 η44

B 0.1 0.4 0.5 0.6 0.2 0.4 0.7 0.5 0.3 0.4 0.8 0.5 0.2 0.7 0.5

C 0.1 0.5 0.3 0.4 0.5 0.2 0.4 0.6 0.4 0.2 0.6 0.1 0.3 0.5 0.4

D 0.5 0.6 0.4 0.3 0.5 0.1 0.1 0.4 0.2 0.7 0.5 0.6 0.5 0.5 0.4

E 0.2 0.3 0.3 0.5 0.5 0.4 0.1 0.5 0.7 0.5 0.2 0.8 0.6 0.5 0.1

6. RESULTS AND DISCUSSION

This study aims to examine and rank the key components in determining WSN trust-
worthiness.

• We prioritised 15 sub-criteria using an integrated fuzzy method. Then, four neigh-
bouring nodes that we identified were investigated to see if they were more secure
and appropriate for data forwarding using our preferred method. The proposed in-
tegrated decision procedure is executed using LINGO and MATLAB. Following
steps (1) to (3), the score matrix obtained is presented in Table 6. The figure 4
below demonstrates how the SECA technique allocates weights based on each at-
tribute and according to the ARAS method’s ranking results in figure 5, node E is
the most trustable followed by the nodes B, D, and C.

Figure 4: Attribute Weights by SECA Approach
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Figure 5: Ranking Results of each Alternatives based on ARAS Approach

• In light of this, the resulting node could be trusted to embark on WSN communica-
tion. The outcome is then compared to existing MCDM techniques [53], with the
Evaluation Based on Distance from Average Solution (EDAS) [54] and TOPSIS
[21] algorithms being assessed using the suggested weight methodology. Utiliza-
tion of a pairwise comparison-based AHP technique [23], a similarity measurement-
based TOPSIS approach, and a distance-based EDAS approach yield diverse rank-
ing values, as shown in the figure 6. In essence, the AHP method based on pair-
wise comparisons is depicted in Figure 6, while its application in illustrating the
superiority of the proposed methods through ranking and weighting techniques is
visualized in Figure 4a.

• Moreover, in order to assess the significance of weighting, various ranking method-
ologies are also incorporated into weighing techniques. In this regard, VIKOR
[21] and Combinative Distance-Based Assessment (CODAS) [55] methods are em-
ployed as alternatives to TOPSIS, being enhanced distance-based techniques. The
visual representation in Figure 4a illustrates the integration of decision-making ap-
proaches. Here, the proposed weighting values, along with the score matrix, are
applied to VIKOR, AHP, and CODAS methods to ascertain rankings. Additionally,
AHP and RS [56] methods are utilized to derive weighting outcomes, which are
subsequently incorporated into the proposed ARAS method.

• The superiority of the suggested approach is ultimately evaluated using Spearman’s
rank correlation coefficient, as illustrated in Figure 4b. While the identification
of reliable neighbors holds significant importance, our approach provides a more
secure option among the considered methodologies.

• Further, a sensible approach is employed to showcase the consistency of outcomes
in prioritization. To achieve this, weighting values have been interchanged in three
different ways, each resulting in distinct ranking outcomes, is tabulated in table 4.
Notably, ranking result 3, based on experts’ subjective weights, aligns closely with
the proposed ranking result. Consequently, the proposed method exhibits appropri-
ate ranking precedence for the given problem.
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Figure 6: Comparison of each Approaches Ranking Results

Figure 7: Outcomes by the Spearman’s rank correlation coefficient

Table 7: Ranking Results by Sensitive Analysis
Alternatives B C D E

Ranking Result 1 0.7776 0.6572 0.7135 0.6365
Ranking Result 2 0.6242 0.5229 0.7239 0.6762
Ranking Result 3 0.7222 0.5579 0.6745 0.7554

7. CONCLUSION

Privacy in WSNs has emerged as a critical consideration across various expe-
dition scenarios, where different nodes rely on their neighbors for transmitting sensed
data securely to a sink node. Recognizing the importance of trust in decision-making
processes, this study advocated for the implementation of a trust information system to
effectively identify nodes capable of facilitating secure communication.

Drawing upon research findings, this study extensively examined various parameters
and delineated a suitable framework for assessing trustworthiness. By conducting a com-
prehensive review of sophisticated trust measures in WSNs, further addressed diverse
concerns associated with ensuring secure communication.

To ascertain the most suitable neighbor node for secure communication, the study
introduced a novel ranking algorithm, integrating the SECA and ARAS approaches. This
algorithm considered multiple factors including QoS, QoSec, social relationships, and
past reputation to evaluate the reliability of surrounding nodes, quantified on a scale from
0 to 1. Notably, reliability took precedence over delay and cost in the selection process.

Furthermore, the study underscored the dynamic nature of node rankings, as values
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of QoS, QoSec, social relationships, and past reputations may influence node rankings
over time. A case study involving four alternatives and parameters is presented to illus-
trate the efficacy of the proposed algorithm in determining the optimal node for secure
communication.

Quantitative analysis demonstrated the adaptability and effectiveness of the proposed
strategy. However, decision-making methodologies must consider ethical implications
and consequences. However, ethical dilemmas or conflicting ethical principles can com-
plicate the decision-making process and pose challenges for decision-makers. To over-
come from these issue in future research endeavors, the study aims to enhance decision-
making processes by integrating advanced MCDM techniques, leveraging fuzzy systems
and other elements to further optimize node selection processes in WSNs.

Funding: This work was funded by National Research Foundation of Korea (NRF) grant
funded by the Korean government (MSIT) (No. 2022R1C1C1006671).
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